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Excerpts from the Interfolio Privacy Policy (with annotations) 

Source: https://www.interfolio.com/privacy-policy/ 
 
 

Shaded areas contain direct quotes from the published policy. Bold type within quotes is added 
to highlight relevant language. Language in ALL CAPS is shown as in the original.  
 
 
From the introductory section: 
 

So we are clear about the terminology we are using, when we use the phrase “Personal 
Information”, we mean contact information (i.e., your name, address, email address, 
and/or telephone number) and any other non-public information that is used or intended 
to be used to personally identify an individual, and information associated with the 
foregoing. When we use the phrase “Anonymous Information”, we mean information that 
is not associated with or linked to your Personal Information. Anonymous Information 
does not enable identification of or contact with, individual persons. 

 
BY USING OUR SITE OR SERVICES OR SUBMITTING PERSONAL INFORMATION 
THROUGH OUR SITE OR SERVICES, YOU AGREE TO THE TERMS OF THIS 
PRIVACY POLICY AND YOU EXPRESSLY CONSENT TO THE PROCESSING OF 
YOUR PERSONAL INFORMATION ACCORDING TO THIS PRIVACY POLICY.1 YOUR 
PERSONAL INFORMATION MAY BE PROCESSED BY US IN THE COUNTRY 
WHERE IT WAS COLLECTED AS WELL AS OTHER COUNTRIES (INCLUDING THE 
UNITED STATES) WHERE LAWS REGARDING PROCESSING OF PERSONAL 
INFORMATION MAY BE LESS STRINGENT THAN THE LAWS IN YOUR COUNTRY. 

 
1As faculty are now required to use the Interfolio/Faculty180 platform to submit our professional 
activity reports, it appears that we are consequently being denied the right to decide whether to 
grant this vendor our consent. We are essentially being compelled to consent, which of course 
is not consent at all. 
 
 
From the HOW WE COLLECT INFORMATION section: 
 

Personal Information 
 
We receive and store information you voluntarily2 provide to us (either through the Site 
or in some other way) upon registration or your use of the Site and Services. When you 
register with us, regardless of the type of User you are, we require you to provide certain 
Personal Information, such as your name and email address. You may choose to 
provide additional Personal Information as part of certain Services. As a rule, Interfolio 
only collects information necessary to provide the Services you or your institution have 
requested. 

 
2Again, faculty were required to provide information using the Interfolio/Faculty180 platform. The 
information was therefore not provided “voluntarily” to the vendor.  
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From the HOW WE COLLECT INFORMATION section: 
 
 

Anonymous Information 
 
As you use our Service, we may also collect certain information, including your Internet 
protocol address, browser type, and access times. We use Cookies and navigational 
data like Uniform Resource Locators (URLs) to gather information regarding the date 
and time of your use of the Service. An “Internet protocol address” or “IP address” is a 
number that is automatically assigned to your computer by your Internet access provider 
when you use the Internet. In some cases your IP address stays the same from browser 
session to browser session; but if you use a consumer internet access provider, your IP 
address probably varies from session to session. We track IP addresses solely in 
conjunction with session cookies to analyze our web page flow. “Cookies” are small 
pieces of information that a web site sends to your computer’s hard drive while you are 
viewing a web site. We may use both session Cookies (which expire once you close 
your web browser) and persistent Cookies (which stay on your computer until you delete 
them). Persistent Cookies can be removed by following Internet browser help file 
directions. 
 
Disclosure—Usage of Third Party Cookies 
 
We may use a third party tracking service (such as Google Analytics) to track and 
analyze Anonymous Information from Users of our Site. Such third parties may use 
Cookies to help track User behavior.  We do not have access or control over these 
cookies. Our analytics service provider uses session IDs to help us uncover bugs, 
improve user pathways, and build better services.3 
 
Anonymous Information 
 
Generally, we use Anonymous Information in statistical analysis to help us analyze 
patterns in the use of our Services. We may, through our use of Cookies, keep you 
logged into the Site, personalize your use of the Site and customize your experience on 
the Site. We may also use your Anonymous Information to improve our internal 
operations, surveys and software,4 customize the content and layout of the Site 
and/or Service and notify you of updates to our Site and Services. 

 

3,4 In addition to the obvious concerns this disclosure language raises about surveillance of 
faculty online, it is also an explicit example of the issue highlighted in my letter: that the 
University appears to be providing the vendor with access to faculty information, and the labor 
faculty perform in providing it, without faculty consent and for the benefit of the vendor’s 
commercial enterprise. 
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From the DISCLOSURE OF INFORMATION section: 
 

We may disclose certain Personal Information: 
 
To third-party services to manage communications5 (e.g., in order to send 
transactional emails related to our services). We also use third-party analytics services 
to help understand your usage of our services. In particular, we provide a limited 
amount of your information (such as your name and email address) to third-party 
service providers in order to analyze your use of our website and/or product and 
track our relationship so that we can improve our service to you.6 In such cases, 
we will require such vendors agree to process such information based on our 
instructions and in compliance with this Privacy Policy (including your Billing Information 
to our payment processor). 

 
5Faculty names and email addresses are disclosed to the vendor and others without the 
faculty’s informed consent, knowledge of who these other parties are, or the right to opt out.  
 

6This is another explicit acknowledgment by the vendor that faculty information is accessible to 
them for use to the benefit of their commercial enterprise, without informed consent of faculty. 
 

Disclosure to Universities or Recipients 
 
Giving you tools to help you protect your Personal Information is a vital part of our 
mission. It is up to you to make sure you are comfortable with the information you 
provide.7 We do provide Personal Information to Recipients to whom you have 
authorized disclosure and, if applicable, your University. We do not control how 
Universities or Recipients (or their respective Users) use or disclose the 
information they obtain from us.8 

 
7Faculty were required to use this platform to submit our PARs, meaning that it is not, in fact, 
“up to [them] to make sure [they] are comfortable with the information [they] provide.” 
 
8Faculty (and other users of the platform) have the right to be fully informed about how WMU 
“use[s] or disclose[s] the information” collected by the vendor through our submissions. 
 

IF YOU AUTHORIZE US TO SHARE PERSONAL INFORMATION WITH A RECIPIENT 
OR YOUR UNIVERSITY, WE DO NOT HAVE ANY CONTROL OVER HOW ANY 
SUCH RECIPIENT OR UNIVERSITY USES AND DISCLOSES YOUR PERSONAL 
INFORMATION, INCLUDING INFORMATION YOU PROVIDE DIRECTLY TO THAT 
RECIPIENT.9 YOU ACKNOWLEDGE AND AGREE THAT (1) INTERFOLIO DOES NOT 
EVALUATE ANY RECIPIENT’S OR UNIVERSITY’S PRIVACY PRACTICES, AND (2) 
INTERFOLIO WILL NOT HAVE ANY LIABILITY FOR ANY ACTIONS OF ANY 
RECIPIENT OR UNIVERSITY. YOU SHOULD KNOW THAT RECIPIENTS TO WHOM 
WE MAY DISCLOSE YOUR DISCLOSED PROFILE MAY SHARE YOUR DISCLOSED 
PROFILE WITH OTHERS. 

 
9Again, faculty (and other users of the platform) have the right to be fully informed about how 
their information is being used by the University, how it may be used in the future, and to whom 
and under what circumstances it will or may be disclosed. The information on the WMU/IR 
FARS FAQs page on “Who has access to the WMU FARS system?” is helpful but not sufficient. 
(That section also raises contractual questions in relation to Article 42.§12 of the Agreement.) 
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